
Packet loss is the kind of problem that feels invisible until it ruins your day. One moment the call sounds fine, the
next moment words disappear, conversation turns to stutters, and suddenly everyone on the team starts blaming
microphones, headsets, or “the other company’s network.” In practice, packet loss in VoIP (Voice over Internet
Protocol) is usually traceable. It is rarely a mystery, it is just easy to look in the wrong place.

I have spent enough late nights with softphones, remote sites, and SIP trunks to learn a simple truth: packet loss
is not one problem. It is a symptom. Sometimes the packets never reach the other end because of congestion
somewhere in the path. Sometimes they arrive late and get discarded because they miss the playout deadline.
Sometimes the network is fine, but the call codec or jitter buffer settings make loss feel worse than it is. And
sometimes the “loss” you see is real, but it is being exaggerated by measurement technique.

This article walks through how I diagnose dropped calls related to packet loss, what to measure, how to separate
network issues from call setup issues, and which changes usually reduce the pain without breaking everything else.

What packet loss does to a voice call
Voice traffic is typically transported with RTP packets. A speaker’s voice is encoded into small frames, put into
packets, and sent continuously. The receiver does not wait forever. If packets arrive too late, they are useless. The
call may still sound okay for a while because most systems use a jitter buffer and PLC, which is packet loss
concealment. But concealment has limits. Once losses spike or jitter becomes chaotic, the receiver runs out of “best
guesses,” and intelligible speech collapses.

There are two practical ways people perceive this:

1. Missing syllables and garbled words. You hear gaps or replaced phonemes. This can happen when loss is
moderate and the playout system tries to cover it.

2. Jarring pauses or “robot talking.” When loss is intermittent and bursts, the jitter buffer absorbs some of it,
then suddenly it cannot.

If you have ever heard a call go from smooth to awful when a coworker starts a large download in the office, that
is congestion-induced loss talking. It can be that the network is dropping packets, or it is that the VoIP traffic is
getting queued behind bulk traffic, arriving late, then being treated as lost.

The first mistake: trusting a single number
Most troubleshooting starts with a screen that shows packet loss. That screen may be the phone app, the call
controller, or a monitoring system. Those numbers are useful, but they can be misleading if you do not
understand what “loss” means in that context.

Some devices calculate loss as “missing RTP packets between two timestamps.” Others report loss after accounting
for retransmissions (even though RTP itself usually does not retransmit). Some monitoring uses RTCP reports,
which can be delayed or incomplete. If you are behind NAT, the measurement points may not align with the true
media path. Even codec changes can alter packetization interval and affect how loss is observed.

So instead of treating one loss percentage as truth, treat it as a clue. Ask: loss at what time, on which leg,
measured where, and correlated with jitter, MOS, or call quality reports?

The most reliable troubleshooting I have done is correlation-based. I try to align a bad moment in audio with a
simultaneous moment in metrics. If the audio complaint happens but the loss metric is flat, I look for another



culprit like echo, misconfigured codecs, or audio path issues. If the loss metric spikes but audio is still intelligible, I
check concealment behavior and whether the monitoring is capturing loss on a signaling or different stream.

Where packet loss comes from in VoIP networks
Packet loss can originate in multiple places, and the fix depends on which one it is.

Congestion and queue drops

Most common cause in real business networks. When a switch port, router interface, WAN link, or firewall is
saturated, packets get queued. If the queue overflows, packets drop. VoIP is sensitive because timing matters.
Even if the link is “only” at high utilization, queueing delay can push packets outside the receiver’s jitter buffer
window.

Jitter and “effective loss”

A packet might arrive, but it arrives late. The receiver may drop it for playout. That shows up as loss in practice
even if the network did not physically drop it. Jitter often comes from variable routing, competing traffic, or
scheduling policies in QoS.

Misconfigured QoS or DSCP handling

QoS helps VoIP prioritize real-time traffic. If QoS is missing, incorrect, or stripped at a boundary (for example, an
ISP handoff), VoIP packets compete with everything else. The result is loss under load.

A subtle issue I have seen: DSCP markings preserved inside the office, but reset by a transit provider or a third-
party firewall. Everything looks configured until you realize the voice traffic is not actually being prioritized where it
matters.

MTU and fragmentation problems

Less common, but painful when it appears. If a packet is too large for a path and fragmentation is blocked, you
can get systematic loss. Many VoIP deployments use RTP with relatively small payloads, but overhead can grow
with certain configurations, encryption, or tunneling. Fragmentation failures can look like random loss, especially
on VPN links.

Codec mismatch and transcoding paths

Codec settings are not supposed to create “loss,” but they can amplify the impact. If one side negotiates an
inefficient codec, the packetization interval may change. Some systems transcode via a server, which adds
processing latency and can create jitter. Loss may then be driven by congestion created elsewhere, or by buffer
behavior.

ISP or peering problems

If the issue only happens on calls to certain external destinations, or only during certain hours, the culprit may be
upstream. You still have to prove it. Sometimes internal monitoring is clean, but the far end reports packet loss.
That points to an interconnect issue, often beyond your direct control.

How to diagnose dropped calls without guessing



Good diagnostics reduce the amount of “trial and error,” which saves time and reduces the chance you make
things worse.

Start with the pattern, not the packets

I like to begin by collecting basic call characteristics:

Is the problem happening on incoming, outgoing, or both?

Is it tied to one location, one carrier, one device, or one trunk?

Does it correlate with bandwidth-heavy activity like backups, file sync, or video calls?

Does it happen on Wi-Fi, on wired, or both?

Is there a time-of-day component?

If the issue is location-specific, you usually have a local bandwidth, QoS, or Wi-Fi problem. If it is trunk-specific, you
suspect routing, peering, or provider issues. If it is device-specific, you look at local CPU load, headset issues, or a
misbehaving client network stack.

Capture media and call quality metrics

Depending on your environment, you may have access to:

RTCP stats (jitter, packet loss)

MOS or conversational quality scores

SIP call logs (re-INVITE events, codec changes, call renegotiations)

Interface counters on routers and firewalls

QoS stats (queue drops, DSCP markings)

Packet captures (pcap) for deeper inspection

When I have the option, I prefer capturing at the border where VoIP traffic enters the WAN. That gives a clearer
view of whether your core network is clean and the problem appears after leaving your premises. Capturing only
at the endpoint can be misleading if the endpoint is on Wi-Fi and the real loss occurs upstream.

Compare “loss” vs “jitter” vs “latency”

It is tempting to fixate on packet loss percentage. But voice quality depends on how loss and jitter interact.

If jitter is high and packet loss is low, the fix may be QoS, routing stability, or jitter buffer tuning.

If packet loss is high and jitter is moderate, congestion or dropping is likely.

If latency is high but loss looks low, calls may sound delayed or echo-prone, which can be mistaken for loss.

Latency does not have to be extreme for conversational quality to suffer, but if you see sustained one-way delay
issues, that changes your approach.

A focused troubleshooting checklist that actually works
When a call turns into a stutter festival, you want an order of Voice over Internet Protocol operations that narrows
the search quickly. Here is the sequence I use in the field.

1. Reproduce the issue on demand. If it is intermittent, try to recreate the conditions: same time window,
same route, same caller and destination.

https://en.search.wordpress.com/?src=organic&q=Voice%20over%20Internet%20Protocol


2. Confirm the scope. Test another call from the same endpoint, then another endpoint on the same network,
then the same endpoint on another network segment if possible.

3. Check QoS enforcement at the WAN boundary. Verify DSCP markings remain intact and that VoIP traffic is
placed into the correct queue policy.

4. Look for queue drops and interface saturation. Check router, firewall, and switch counters during the bad
call. Packet loss often matches congestion spikes.

5. Inspect RTP stats for timing symptoms. If loss is low but audio is bad, focus on jitter, codec behavior, and
transcoding events.

This is intentionally short because your goal is to avoid spending two hours reading dashboards while the real
bottleneck hides under a burst of queue drops.

Diagnosing packet loss with practical observations
Not every environment lets you do deep packet analysis. You still can diagnose effectively by observing how the
problem behaves.

If loss happens only under load, treat it as congestion

A common pattern is “calls are fine until someone triggers a backup.” If packet loss rises at the same moment, you
are likely oversubscribing a link or misprioritizing traffic.

In one deployment, we saw calls degrade right after a centralized file server kicked off nightly replication.
Bandwidth was not permanently maxed, but bursts pushed the WAN interface into managed ip voice a queue
drop regime. The voice traffic was marked correctly inside the LAN, but the egress policy on the edge device was
too permissive. Once we tightened QoS and reduced queue depth for the best-effort class, the loss rate stabilized
noticeably during backups.

The key point: even if average utilization looks acceptable, bursts can still cause loss. Look at peak utilization and
queue behavior, not only average throughput.

If loss is consistent across all times, suspect a path problem

If the issue is persistent, consider:

a misrouted path or suboptimal routing to the provider

a faulty link segment somewhere in the chain

MTU or fragmentation issues

a persistent Wi-Fi issue at the endpoint

Wi-Fi is a frequent surprise. People assume packet loss implies the WAN, but client-side loss can occur due to
signal quality, interference, or aggressive power saving modes. If your endpoint is on Wi-Fi, test with wired
Ethernet for one controlled call. If wired is clean and Wi-Fi fails, stop chasing WAN settings and focus on radio
performance, channel planning, and client behavior.

If loss appears only to certain destinations

Destination-specific issues often indicate carrier routing, peering, or remote network QoS problems. You can still
take action locally, but your local changes may not fully solve it.

I usually respond by collecting evidence:

https://www.avast.com/de-de/c-what-is-voip


packet loss and jitter on the local boundary during calls to the problematic destination group

compare with calls to other destinations that are stable

check whether the provider reports trouble with that trunk or route

If local boundary stats show clean media but the call is bad, your provider or the far end likely owns the defect.

Reducing packet loss: what actually changes outcomes
Reducing packet loss typically comes down to four categories of actions: prioritize voice traffic, eliminate
congestion, ensure path compatibility, and tune for your codecs and buffering.

1) Implement QoS correctly, not just “turn it on”

QoS is not a magic switch. It has to be end-to-end in the parts you control.

In real networks, I look at three things:

Marking: are VoIP packets tagged with the expected DSCP value at the source?

Classification: does the next hop actually map those DSCP values into a priority queue?

Preservation: do markings survive through firewalls, NAT, and any provider transport?

If any of those stages breaks, voice traffic returns to competing with best-effort data. The effect shows up as
packet loss during bursts, increased jitter, and MOS degradation.

2) Reserve capacity and prevent burst queues from overflowing

VoIP links do not need huge bandwidth on average, but they need enough headroom during bursts. If your WAN
is sized too tightly, you will keep paying a loss penalty.

The most pragmatic approach is to identify worst-case traffic patterns. Consider backups, software updates, and
any periodic jobs. Even if the peak traffic is short, the queue can overflow and drop RTP packets.

Sometimes the fix is not only increasing link capacity. It can be reducing the competing traffic’s burstiness,
scheduling heavy jobs outside call-heavy windows, or adding shaping so that traffic ramps smoothly instead of
spiking.

3) Fix MTU and tunneling issues early

If you use VPNs, tunnels, or overlay networks, MTU problems can hide for a while and then appear after changes.

A good symptom is “loss that looks random but correlates with encryption or a specific tunnel.” If packets need
fragmentation and fragmentation is blocked, voice can fail in ways that look like congestion.

When you investigate MTU, do it methodically. Adjusting MTU blindly can cause other performance problems. In
many cases, setting a conservative MTU on the tunnel interfaces and ensuring consistent path MTU behavior
reduces loss.

4) Tune jitter buffers and codec choices with care

Jitter buffers are a trade-off between latency and resilience. A deeper buffer can hide jitter longer but adds delay.
Some systems also use adaptive playout and concealment. If you tune buffers aggressively low, jitter may show up
as loss. If you tune them too high, the call can become noticeably delayed and conversational dynamics suffer.



Codec choice matters too. Some codecs send more frequent packets, which increases sensitivity to packet loss
bursts. Others are more bandwidth efficient but can require more processing or behave differently under packet
timing changes. If you have a codec mismatch or an unexpected transcoding path, the jitter profile changes.

The best practice I follow is to verify the negotiated codec during the affected calls. If you see codec renegotiations
mid-call, that alone can create instability. Sometimes the fix is ensuring consistent codec settings across endpoints
and trunk configurations, or restricting transcoding to a predictable path.

How to interpret monitoring signals without fooling yourself
To make decisions, you need to map what your monitoring tool is telling you into likely causes.

Here is a compact guide I keep coming back to:

1. Packet loss rises with uplink or downlink saturation Congestion or queue drops are likely. Focus on QoS,
shaping, and capacity headroom.

2. Packet loss is low, jitter is high, speech is choppy Timing variability is likely. Focus on jitter handling,
routing stability, and queue discipline.

3. Loss is high only during external calls Suspect carrier route, remote network issues, or interconnect
problems. Compare routes and destinations.

4. Loss is high only on Wi-Fi endpoints Local radio or client behavior is likely. Test wired and evaluate Wi-Fi
channel, roaming, and power saving.

5. Loss is consistent and correlates with tunnel use MTU or path compatibility issues are likely. Validate
packet sizes and tunnel MTU settings.

Monitoring becomes useful when you connect it to a plausible mechanism. If the mechanism does not fit, keep
digging.

Common “fixes” that fail in real deployments
Some changes are tempting because they sound right, but they often miss the real cause.

“Increase jitter buffer to solve everything.” This can improve resilience temporarily, but it can also increase
latency and hide the symptom rather than fixing congestion or queue drops.

“Set QoS at the endpoint only.” If the marking is lost at the first hop or stripped by a firewall, nothing
improves on the WAN.

“Switch codecs to a lower bandwidth one.” A different codec might reduce bandwidth but could increase
sensitivity to packet timing, or it could introduce more transcoding complexity.

“Blame the carrier without measuring the boundary.” Provider issues are real, but you need boundary
evidence to avoid wasting time on internal changes that do not affect the media path.

I learned this the hard way when a team spent a day adjusting local QoS only to find that the packet loss spikes
occurred immediately after an upstream handoff, with internal counters showing no drops. We later involved the
carrier with the right timestamps and stats, and the fix was outside our local network.

Engineering for resilience: reducing future dropped calls
Once you identify the cause and reduce packet loss, the goal shifts from “stop the current outage” to “make the
system behave under stress.”



A few principles help:

Design for bursts, not just averages. Voice does not tolerate short overload spikes.

Keep QoS behavior consistent across sites. A misconfigured branch router can degrade quality even if your
headquarters is perfect.

Monitor at the right points. Endpoint-only monitoring can misattribute symptoms. Boundary monitoring
gives you better causal clarity.

Document the call path. If you know exactly where media flows and where QoS policies apply, diagnosis
becomes faster when something changes.

Also, treat changes carefully. A firewall rule update, a new VPN, or a router firmware upgrade can alter timing,
queuing behavior, or MTU. I keep a small habit of capturing baseline call quality metrics before major network
changes. It makes rollbacks and root-cause work far less stressful.

When packet loss isn’t the real problem
Not every bad call is packet loss. You can have dropped calls, echo, one-way audio, or quality issues that look
similar.

Some examples where you should broaden the search:

Echo and sidetone confusion. Often misconfigured echo cancellation or audio routing, not packet loss.

One-way audio. Signaling might succeed, but RTP may be blocked by firewall rules, NAT traversal issues, or
incorrect media relay configuration.

Silent calls with stable stats. If loss and jitter are stable yet speech is bad, consider codec mismatch, gain
settings, or endpoint audio path problems.

Intermittent call drops with low reported media loss. Signaling path issues, session timers, or NAT
timeouts can end calls even if RTP looks okay until teardown.

A good rule: if the audio symptom and the packet loss timeline do not match, do not force the packet loss theory.
Keep your troubleshooting honest.

A practical example of “good” results
In one small multi-site environment, packet loss reports were hovering around tolerable levels during tests, but
real calls during business hours were still frustrating. The key observation was that packet loss was not the highest
during the worst audio moments. Jitter spikes were the real story, caused by variable routing through a flaky path
that changed under certain traffic patterns.

We fixed it by enforcing a stable route policy and tightening QoS queue behavior at the edge. After that, packet
loss reduced further, but more importantly jitter became predictable. Calls stopped sounding like they were
“catching up,” and the jitter buffer stopped thrashing.

That outcome reinforced a lesson I keep repeating: numbers matter, but only in combination. You rarely win by
chasing a single KPI.

Closing the loop: measure, change, verify
Packet loss reduction is not complete when you apply a setting and reboot a device. You verify with controlled
calls and continued monitoring. The win is when the call quality stabilizes not only in a lab test, but during normal



business activity.

If you want a simple operational approach, I recommend tracking a few metrics over time, such as average and
peak jitter, packet loss during peak hours, and call quality scores if your platform provides them. Watch whether
the improvements persist after traffic changes, after endpoint firmware updates, or after your provider makes
route adjustments.

VoIP can be remarkably robust when you treat it like a real-time system, not like “just another app.” Packet loss is
the signal. The cure comes from understanding where the timing and congestion mechanics are failing, then
engineering the network path to behave consistently under load.


